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AHHOTAIHSA: B CTaThe paccMaTpHuBaeTCA oOmras
KPUMUHOJIOTHYECKAs XapaKTEPUCTHKA MIPECTYIICHUH B chepe TeleKOMMyHUKAIIUA
U KOMIbIOTepHON uHpopManuu. B Hacrosiiee Bpemsi cetu MHTEepHET, UrparoT
BAXXHYIO POJib B chepe KOMMYHHUKAIIMA: Mbl TIPOBOJUM PA3IUYHBIE OMEpaIuu C
JICHE)KHBIMA ~ CPEJCTBAMH, HANPUMEpP, C HCIIOJIB30BAHUEM KOMIIBIOTEPA, C
OaHKOMAaTOM, W JPYTUX CHUCTEM, NPOKJIaJbIBAEM MAaplIPyThl, HUIIEM XOPOIIUE
pecTopaHbl, y3HaeM, Ha Kakod (UIbM CXOJIUTb,— BCE ITH JEHUCTBUS 3aBUCST OT
WHOOPMAITMOHHBIX TEXHOJOTMH. B CBs3M ¢ OSTUM, MHOTHE TMOJb30BATEIU

HNHTepHETOM, MTOJBEPraloTCs aTakaM CO CTOPOHBI KHOEPIPECTYTHUKOB.

KirueBbie  cioBa:  BBICOKHE  TEXHOJIOTMHM, HVHTEpHET
MOJIb30BATENM., XAPAaKTEPUCTUKA MNPECTYIUICHUM, KOMIbIOTEPHOW HH(MOpMauw,
chepa  TEIEKOMMYHUKALMH, COCTOSIHME€  MPECTYNHOCTH, KOMIIBIOTEPHBIE
IIPECTYIUIEHUS, YIOJIOBHOE 3aKOHOAATEIbCTBO, NPEAYNPEKIACHUE, ITUHAMUKA

MMPCCTYITHOCTH.



Annotation:The article examines the general criminological
characteristics of crimes in the field of telecommunications and computer
information. Currently, the Internet plays an important role in the field of
communications: we carry out various transactions with money, both using a
computer, an ATM, and other payment systems, plotting routes, looking for good
restaurants, finding out which movie to go to, - all of these activities are
information technology dependent. In this regard, many Internet users are exposed
to attacks from cybercriminals.
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B coBpeMEHHBIX YCIOBUSAX JKU3HEACSATEIBHOCTH OOIIECTBA CETH
HHTEepHET SBISIOTCS OCHOBOIOJIATAIOMUM (PaKTOPOM cepbl KOMMYHHUKAIUHN: C UX
MIOMOIIBI0 OCYIIECTBIISIIOTCS Pa3JIMYHbIE ONEpPaAlMU C JACHEKHBIMU CpPEICTBaMu (C
UCIIOJIb30BaHUEM KOMIBIOTEPOB, 0AHKOMATOB, UHBIX TUIATEKHBIX CUCTEM), TOUCK
Pa3JIMYHBIX TOBAPOB U YCIyT, HH(POpMALIMK. DTU NEUCTBUS HANPSAMYIO 3aBUCSIT OT
pa3uuHbIX  WHGOPMAIMOHHBIX  TEXHOJOTHUM, B  pe3yJbTare uYero psj
MOJIb30BATEIICH €KETHEBHO MOJBEPTarOTCA aTakaMm co CTOPOHBI
KuOepnpecTynmHukoB. Poccuiickas KpUMHUHAJIUCTUKA JUIMTEIBHBIA  MEPUOJ
BPEMEHU pa3BUBAJIACh B OTPHIBE OT BEAYIIUX 3apyOEKHBIX HCCIIEIOBATEIHCKUX
mkoyi. MHTepHeT mo3BosisgeT 3(PQpekTuBHO M O€3HAKAa3aHHO COBEPINATH paHee
CYyUIECTBOBABIIME  TPAJUIMOHHBIC  MPECTYIUIEHUS,  MOPOXKIAaTh  HOBBIC,
HEU3BECTHBIE  MHUPOBOMY  COOOINECTBY  BHUIbI  OOIIECTBEHHO  OMAaCHBIX
MPECTYIUICHUM. 3a MOCJHEAHUE JECITh JIET B 5 pa3 YBEIWYWIOCHh KOJIMYECTBO
MHTEPHET MOJIb30BaTeNel B Poccuu, 3T0 OXBAaTUIIO OKOJIO MOJIOBUHBI HACEIICHUS, &
B OmmkaifieM OyayIieM WHTEPHET-MPOCTPAHCTBOM OyneT OXBadeHO OKoyio 80
MUWJJIMOHOB 4eloBeK. Takas TeHASHIMS IPO3UT TaKUM cTpaHam, kak Kuraii, CIIIA,
Wunus, Snonus, bpasunus, Poccus, 'epmanus, Uanonesus, BenukoOputanus u
OpaHLus.

Cerp HMHTepHET, NOpeBpaTWINCh B BUPTYAJIbHYIO IUIOIIAJAKY, B
MPOCTPAHCTBO, /€ JIOJA MOTYT BBIpaKaTh HJEHW U 3aHUMATHCS OOIIECTBEHHOM
JEeSITENbHOCTBIO U T.JI. B HacTosiiee Bpemsi cetu MIHTepHET, urparoT BaXXKHYIO POJIb



B cepe KOMMYHHUKALUWA: Mbl MPOBOJMM PA3IMUYHBIE OMEpPALUU C JICHEKHBIMU
CpeICTBaMH, KaK C MCIOJB30BaHMEM KOMIIBIOTEpa, Tak U OaHKOMAaTa, U APYTUX
MJIATEXKHBIX CUCTEM, MPOKIAJIBIBAEM MAPLIPYThl, HILEM XOPOIIUE PECTOPaHbI,
y3HaeM, Ha Kakoil (UIbM CXOOUTh,— BCE OTH JCUCTBUSA 3aBUCAT OT
WH(OPMAIMOHHBIX TEXHOJIOTHI. B poccuiickoM 3aKOHOAATENbCTBE KpOME TJIABbI
28 VYromnoBHoro kojekca Poccuiickoir @eaepauuu, IpeaycMaTpUBAIOIICH
OTBETCTBEHHOCTh 3a MPECTYIUICHUS B cepe KOMIbIOTEpHOU WHGOpMAIMU, HET
WHBIX HOPM, MPEIyCMaTPUBAIOLINX OTBETCTBEHHOCTh 3a HE3aKOHHBIC JICVICTBUS B
cepe TeTeKOMMYHUKAIIMA U KOMIBIOTEPHON HMH(POPMAIH, HET COOTBETCTBEHHO
Y TIOHATHUH, ONPENEISIIOUIUX MO0 PErIaMEHTUPYIOIINX HE3aKOHHBIE MPECTYITHBIE
NeSHUSA, COBEPILIAEMbIE C TTOMOILIBIO BBICOKMX TEXHOJOTHH.

CrarucTuka MNOPECTYIUIEHUA JEMOHCTPUPYET IME€YaJbHYI0 JTUHAMUKY:
KOJIMYECTBO 3apErMCTPUPOBAHHBIX TMPECTYIUICHUH B cdepe KOMIBIOTEPHON
undopmaruu ¢ 1995 mo 2018 r. B Poccuu Beipocno 6onee uem B 300 pa3, uro
cocraBmwio Oonee 10 Teicsu mnpecryrieHuit B roxa. 3a mpomeammuid 2018 r.
HIMPOKOE PACIPOCTPAHEHHE MOITYYUIN MOLIEHHUYECKUE JNEHCTBUSA, COBEPILIAEMbIE
C HCIOJb30BAaHUEM JJICKTPOHHBIX cpeactB miarexa (cr. 159.3 YK P®), ux
KOJIMYECTBO BBIPOCIIO 3a mnepsoe nonyroaue 2018 r. B ceMb pas, 3a BTOpoe — B 6
pa3. Omnpesenensl U peruoHbI-TuAepbl PO 1Mo KOTu4ecTBy MoJ00HBIX

npectyrieHuit: CtaBponoiabckuii kpait (66), Mypmanckast oonacts (52),
pecnyonuka Tatapctan (37), Mocksa (34) u CapartoBckast o6macts (31).

HaubGonee pacnpocTpaHeHHBIMH MPECTYTUICHUSIMU SIBIISTIOTCSL:

- HEMPaBOMEPHBIN JOCTYyN K KOMIbIOTepHOU MHpopManmu (cT. 272 YK
PD);

- CO3/1aHHME€, WCIMOJb30BAaHUE W PACHPOCTPAaHEHUE BPEIOHOCHBIX
KOMITbIOTEpHBIXTIporpaMm (cT. 273 YK PO)

KepTtBbl penko oOpamarorcss B TOJULNIO. 1/4 ToNb30BaTENe ceTH
YTBEPKIAIOT, YTO HE MNPEANPUMYT HHUKAKUX JEHCTBUM, CTaB KepTBaMU
kuOepataku. K ToMy e opraHbl MpaBONOPSAKA BPSAI JU Obl CHPABWINCH C
MOCTOSIHHBIM TIOTOKOM JKaJIoO, TaK KaK Ha PACKPBITUE OJHOTO MPECTYIUICHUS
TpeOyercs B cpeanem 28 nueit u 334 gosnnapa.

Taxke craeayer OTMETHTh TOT (hakT, 4YTO cyMMa ymiepba ot
MPECTYIJICHUH COBEPIICHHBIX B cdepe TEICKOMMYHHKAUUNA W KOMIIbIOTEPHOU
uHpopmaIuu (eciu CpaBHUTH YICIbHBIA BEC HCCIEAYEMOI0 COCTaBa C WHBIMU
MPECTYIUIEHUSIMHU) 3HAYUTENIbHA MO OTHOUIEHUIO K JIPYTMM BHJIaM cocTaBoB YK
P®.

B coBpeMeHHOW KpPHUMHHOJIOTMU TIOHATHE «BBICOKHE TEXHOJIOTHIY
aCCOLIMMPYIOT, KaK MPaBUJIO, C COBEPLIEHUEM MPECTYIUIEHUH B MHGOPMALIMOHHO-
TEJIEKOMMYHUKAILIMOHHOM CpeJie C UCTOIb30BAaHUEM KOMIIBIOTEPOB WIIH Pa3IMYHBIX



CPEICTB CBsI3U. T€PMUH «IIPECTYIUIEHUS B cepe BBICOKMX TEXHOJIOTHiI» yUeHbIE
PacCMAaTPUBAIOT C PA3HBIX HAYYHBIX IMO3ULUN.

H.P. IlleBkO cuuTaer, 4To IOHATHE «IIPECTYIUIEHUs, COBEpIIAEMBIEC C
UCIIOJIb30BAaHUEM BBICOKMX TEXHOJIOTHI» HOCHUT COOMpaTeNnbHBIA XapakTep,
yHOTpeOsieTcsl B CiayyasiX, KOraa IJsl COBEPLICHUS TPAaJUILMOHHBIX B YTOJOBHOM
OpaBe  MPECTYIUIEHMH  HCHOJB3YIOTCA ~ MH(GOPMALMOHHBIE  TEXHOJIOTHUH,
OTBETCTBEHHOCTH 34 KOTOPBIE IIPEAYCMOTPEHA CTAThsIMU PA3NUUYHbIX T11aB YK PO:
146, 159.3, 159.6, 187. [IloHsTHEe «HOPECTYIUICHUS, COBEpIIAEMBIE C
UCIIOJIb30BAaHUEM BBICOKMX TEXHOJOTHID M TOHSITHE «IPECTyIieHUus B cdepe
KOMIBIOTEPHON WH(GOpPMAIMK»), OTBETCTBEHHOCTh 332 KOTOpBIE MPEIyCMOTpPEHA B
craThax rasbl 28 YK P®, nMeroT cymecTBeHHYI0 pa3HULly. MHEHUE psAa yUeHbIX
(aKkTUYECKU YpaBHUBACT BHICOKHE TEXHOJOTUU U MH(OPMALMOHHBIE TEXHOJIOTHUH,
B TO € BpeMs OTIENsIsl BBICOKME TEXHOJIOTUHM OT c¢epbl KOMIIBIOTEPHOU
uHpopmaIuu.

HekoTopbie aBTOpbI OTOKIECTBIAIOT NMPECTYIJICHUS B Cepe BBICOKHX
TEXHOJIOTUI c MIPECTYIUICHUSIMH, COBEpILIAEMBIMU pu MOMOILU
TEJIEKOMMYHUKAIIMOHHBIX CETEW, BKIItOUasi ceTh VIHTEpHET.

J.K. YupxkoB u A.J[. CapkucssH OTHOCAT mpecTyruieHus B cdepe
BBICOKMX TE€XHOJIOTHMI K HOBBIM BUJAM M CIOCOOAM COBEPILICHHS MPECTYIUICHUH,
BO3HUKILIUM B pe3yjbTaTe pacnpocTpaHeHus cetu WHTepHeT, nH(OpMaLMOHHO-
TEJIEKOMMYHUKAIUOHHBIX CETEW .

A.A. KomapoB He 1aeT 4eTKMX TpaHUll 3TUM IOHSATHUSAM, BKJIIOYAET B
MPECTYIJIEHUS B cpepe BHICOKUX TEXHOJIOTMI U KOMIIBIOTEPHBIE MPECTYIUICHUS, U
MPECTYIJICHUS, COBEpPILIAEMbIE TTOCPEACTBOM ceTH MHTepHeT n nHDOpMaMOHHBIX
TEXHOJIOTUH.

Yuciio BpPEeIOHOCHBIX MPOrpaMM BO3pOCIO Ha 1/3 1O cpaBHEHHUIO C
IPOLIIBIM TOJOM M COCTaBMJIO CBBIIIE MWUIMOHA. MHTEpHET mnoJb3oBarenen
CTAaHOBUJINCh KepTBaMU KubOepaTak. B mponuiom rogy Ha KaXAOro >KUTENS
miaHetel npunuiock no 5000 cmam mMceM, MHOTME U3 HHUX COJAEpKalu
BPEIIOHOCHBIE ~ NpOrpaMMbl  JUIsl  B3JIOMa  c4yeToB. Bwmecre ¢ Tewm,
IIPaBOOXpAaHUTENbHBIMU OpraHamMu Poccuiickoit @eaepanuu B 2012 r. mo cr.273
YK P® (Co3nanue, ucnosib30BaHUE U PACIPOCTPAHEHUE BPEIOHOCHBIX MPOTpaMM
st OBM) Obuio BeisiBieHo 889 mpectymiieHuid, yTo Ha 28,3% Bbllle MoOKazaTess
2011 r. (693).

Ha cerognsmnunii neHp B Cetn MHTEpHET CyIIECTBYIOT CaMThI, I'IE
npeiaralTcs yciIyru xakepa. Tak Hampumep , 3a B3JIOM MOUTHI Xakepbl TPEOYIOT
50 mosut., 3a BHEAPEHUS MIMTMOHCKOM nporpamMMbl B komnbiotep 100 momt., 3a Ddos
ataku 300-400 nou1. B AMeprike aHaIOTHUYHBIE YCIYTH CTOST B S5 pa3 IOPOKE.



Takumu yciayramu B OOJBIIMHCTBE CIIy4aeB IMOJIb3YIOTCS MPECTYIHUKU.
Tak Hanpumep , MOJHIECHCKIE-00PLIbI C KHOEPIPECTYMHOCTHIO PACCKA3hIBAIOT, YTO
HEJJAaBHO KBapTHUPHBIE BOPHI OCBOMJIM HOBBIM CHOCOO BBIUUCIATH OTCYTCTBYOIIMX
aomMa KWIbLOB. JlJIs 3TOro TIpynmMpoOBKH NpO(ECCHOHATBHBIX TIpadbUTeNen
NOHEMHOTY HAauMHAIOT COTPyAHHYaTh ¢ xakepamu. OHM B31aMbIBalOT Hauboliee
pacipoCTpaHEHHbIE  COLMAJbHBIE  CETH, YCTAaHABIMBAIOT  COCTOSITEJIBHBIX
HOCETUTENEW U U3 NEPENUCKH Y3HAIOT, KOrja Te€ Ye3KaloT Ha OTAbIX. B Takux
ciydasx Aaxe "3akinanaku" He TpeOyroTca. B cBsi3u ¢ 3TUM CylIecTBYeT yrposa
TOTO, YTO KOMIBIOTEPHBIE CETH M DJJICKTPOHHAs HHQOpPMAIHs MOTYT TaKxKe
UCITOJIB30BAThCS JUIsl COBEPIUEHUSI YTOJOBHBIX NPECTYIUIEHUH, a J0KAa3aTelbCTBA
COBEpIIECHUA TaKWX [PABOHAPYLIEHUH MOIYT XPAaHUTbCA B OTHUX CETIX H
IIEpPENABATHCS IO HUM.

Takum o00pa3oM, HOPMAaTHBHO-IIPABOBOE 3aKpEIUICHWE TMOHATHUSA
«IPECTYIUIEHUS B c(hepe BBICOKUX TEXHOJIOTHIT» MOApPa3yMEBAET €ro MOHMMAaHKE B
0ojee IIMPOKOM CMBICIIE, HE OTPaHUUYMBAIOIIEECS KOHKPETHBIM CpEACTBOM,
CIIOCOOOM WJIM OpPYJHMEM COBEPIICHUS MPECTYIUICHHS WK cPepoidl MpPecTyImHOro
MOCSTaTENbCTBRA.

CBoeBpeMeHHasl pa3padOTKa CIEUUATbHO KPUMHUHOJOTHYECKHX MEp
10 MPEAYNPEXKACHUIO IPECTYIIICHUH B cpepe BBICOKUX

TEXHOJIOTMM  TOpU  HMX  KOMIUIEKCHOM  HCIOJIb30BaHUU  Oyner
CHOCOOCTBOBAaTh  CYIIECTBEHHOMY TMOBBIIIEHHIO YPOBHS HH(POPMAIMOHHOM
Oe3omacHOCTH Haliel cTpaHbl U 3PGEKTUBHOW OOpHOE € MPOTHUBOMPABHBIMU
nessHuaMu. Heo0XoauMo y4duThIBaTh, YTO MPEAYNPEAUTENIbHBIE MEpPbl CIOCOOHBI
oOecrieuynTh HEOOXOAMMBbIA 3((PEKT Ha MpakTUKE JIMIIb B TEX CiydasX, Korja
OCYUIECTBJISIETCS B3aUMOJEHCTBUE TOCYJApPCTBEHHBIX OPraHOB C HWHCTUTYTAMH
IpaKJAHCKOTO OOIIecTBa, BKJIKOYAs OOIIECTBEHHbIE OOBEAUHEHUS, OPTaHbl
MECTHOTO CaMOYIIPaBJICHNUS, cpencTaa MaccoBOM KOMMYHUKAIIIH,
oOpa3oBaTeNbHblE W Hay4HbIe OpraHU3allid Ha OCHOBE OCYILECTBICHHUS
IUIAHUPOBAHMUSI, IPOTPAMMHUPOBAHUS CBOEH COBMECTHOM EATEIBHOCTH, YUYUThIBAs
cnenuUKy AesITeIbHOCTU KaXJA0ro 3aMHTEPECOBAHHOTO CYyObeKTa MPOPUIAKTUKH
IIPECTYITHOU AECATEIIbHOCTH.
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