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Anti-crime with bank cards

AHHOTALMSA: B CTaThe paccMaTpuBaeTcs oO1mas
KPUMHUHOJIOTUYECKAsl ~ XapaKTepUCTUKa TMpecTyluieHut B  cdepe
TEIEKOMMYHUKALIM ¥ KOMIbIOTEPHON uHPopmanuu. B Hacrosiiee
BpeMsi ceTu MIHTepHET, UrparoT BaKHYIO poJib B cpepe KOMMYHUKAIUN:
MbI IIPOBOJIUM Pa3JIMYHbIE ONEPALMU C IEHEKHBIMU CPEACTBAMU, KaK C
UCIIOJIb30BAaHUEM KOMITbIOTEPA, TaK U OaHKOMAaTa, U APYTUX TUIATSKHBIX
CHUCTEM, TMPOKJIAABIBAEM MAPUIPYThI, HIIEM XOPOILIUE PECTOPAHBbI,
y3HaeM, Ha Kakoh (puibM CXOAUTh,— BCE OTU JEUCTBUS 3aBHUCSAT OT
MH(POPMAIMOHHBIX TEXHOJOTUI. B CBSI3M ¢ 3TUM, MHOTHE MOJIb30BATENIN
HNHTepHeTOM, TOABEPraloTCsl aTakaM CO CTOPOHBI KHOEPHPECTYTHUKOB.

KarwueBble cjioBa:  BBICOKME  TexHoJioruu, HMHTEpHET
IIOJIb30BATENMN., XApPAKTEPUCTUKA  MPECTYIUICHUM, KOMIIBIOTEPHOU
uHdopmanuu, chepa TEICKOMMYHHUKAIUN, COCTOSHUE MPECTYIHOCTH,



KOMITBIOTEPHBIE  MPECTYIUICHHS,  YIOJOBHOE  3aKOHOJATENIbCTBO,
MPENYNPEKACHNUE, TMHAMUKA IIPECTYITHOCTH.

Annotation:The article examines the general criminological
characteristics of crimes in the field of telecommunications and
computer information. Currently, the Internet plays an important role in
the field of communications: we carry out various transactions with
money, both using a computer, an ATM, and other payment systems,
plotting routes, looking for good restaurants, finding out which movie to
go to, - all of these activities are information technology dependent. In
this regard, many Internet users are exposed to attacks from
cybercriminals.

Key words: high technologies, Internet users., Characteristics
of crimes, computer information, telecommunications, the state of crime,
computer crimes, criminal legislation, prevention, dynamics of crime.

B coBpeMeHHBIX YCIIOBUSX JKU3HEIASATECILHOCTH OOIIECTBA CETH
NHTEepHET  SBISIIOTCS  OCHOBOIOJAraroImuM  (paktopoM  cdepsl
KOMMYHHUKAIIUA: € HX TOMOIIBIO OCYIIECTBISIOTCS  Pa3iudHBIC
omepalnvi €  JCHSKHBIMH  CpeACTBaMH  (C  HCIOJb30BaHUEM
KOMITHIOTEPOB, OaHKOMATOB, WHBIX IUIATE)KHBIX CHUCTEM),  ITOHUCK
pPa3IMYHBIX TOBApPOB M YCIyT, HHPpOpMamuu. DTH ACHCTBHS HAMPIMYIO
3aBUCSAT OT Pa3JIMUYHBIX WH()DOPMAIIMOHHBIX TEXHOJIOTHH, B pe3yJibTaTe
Yero psiji MOoJIb30BaTENICH €XKETHEBHO MOBEPratOTCs aTakaM CO CTOPOHBI
KuOeprpecTynHUKoB. Poccmiickas  KpUMHHAIUCTUKA  JUTUTEIBHBIH
NepUoJI BPEMEHH pa3BHUBANach B OTPHIBE OT BEAYIIUX 3apyOeKHBIX
UCCIIeNoOBaTeNbCKUX IKOJA. HWHTEepHEeT Tmo3BoNseT dS(PPEeKTUBHO W
O€3HaKa3aHHO COBEpIIATh paHEe CYLIECTBOBABIIME TPaAUIMOHHbBIC
NPECTYIUICHHUS,  TOPOXKIaTh  HOBBIC,  HEU3BECTHBIE  MHPOBOMY
CoOOIlIeCTBY BHJBI OOIIECTBEHHO OIMACHBIX MPECTyIUICHUM. 3a
MOCJIEAHNE NECATh JIET B 5 pa3 yBEIMYWIOCH KOJWYECTBO WHTEPHET
noJyib3oBaresnieil B Poccun, 3TO OXBAaTHIIO OKOJIO TTOJIOBUHBI HACEJICHUS, a
B OnwmxaiiiieM OyIylmieM HMHTEPHET-IPOCTPAHCTBOM OYIET OXBady€HO



okosi0 80 MWUIMOHOB 4YeNOBEK. Takasg TEHACHIUS TPO3UT TaKUM
ctpanaMm, kak Kwran, CIHA, Wagusa, Anonus, bpaswnusa, Poccus,
['epmanus, Unnonesust, Benukooputanus nu OpaHius.

Cerb HHTepHET, MNpeBpaTUINCh B BUPTYyaIbHYIO IUIOMIAAKY, B
IPOCTPAHCTBO, [J€ JIOAM MOTYT BbIpaXaTh HIEH M 3aHUMATHCS
OOILIIECTBEHHOW JEeATEeNIbHOCThI0O M T.JA. B HacTosiee Bpemsi ceTH
NHTEepHET, UrpaloT BaXHYIO pojb B cepe KOMMYHHUKAIMN: MBI
MPOBOJUM PAa3JIMYHbIE OIEpalU C JEHEKHBIMH CpPEJICTBAMH, KaK C
UCIIOJIb30BAHHEM KOMIIBIOTEPA, TaK U OaHKOMATa, U JPYTUX IJIATEKHBIX
CUCTEM, MPOKJIAJbIBAEM MapUIPYThl, HIIEM XOPOIIUE PECTOPAHBDI,
y3HAaeM, Ha Kakod (UIbM CXOJIUTh,— BCE ATU JAECUCTBUSA 3aBUCAT OT
WH(POPMAIMOHHBIX TEXHOJIOTUHA. B poccHUiicKOM 3aKOHOJIATENIbCTBE
KpoMme riaBel 28 VYrosnoBHOro kojekca Pocculickon ®Penepanuu,
pelycMaTpUBAIOIE OTBETCTBEHHOCTh 3a IMpPECTYyIUIeHUs B cdepe
KOMITHIOTEPHON WH(OpMAIMK, HET WHBIX HOPM, MPEIyCMATPUBAIOIINX
OTBETCTBEHHOCTD 3a HE3aKOHHBIE NENCTBUSA B cdepe
TEIEKOMMYHUKAIIMK U KOMIIBIOTEPHOU uHpopmarnuu, HET
COOTBETCTBEHHO U MOHITHUH, ONPEAEIAIONINX OO0 PErIaMEHTUPYIOIINX
HE3aKOHHBIE MPECTYIMHbIC JESIHHS, COBEPILIAEMbIEC C MOMOIIBI0 BBICOKUX
TEXHOJIOTUH.

CratucTtvka MNOpPECTYIUVICHUNA JIEMOHCTPUPYET MEYAIbHYIO JAUHAMUKY:
KOJIMYECTBO  3apErUCTPUPOBAHHBIX  MOpecTyIuieHud B cdepe
KOMIIbIOTepHON uHpopmarmu ¢ 1995 mo 2018 r. B Poccuu BeIpoCio
oonee yeM B 300 pa3, uto coctaBuiio 6osee 10 Tricsiu mpecTyruieHui B
roa. 3a mpowenmuii 2018 r. mmpokoe pacnpoCTpaHEHHUE MOIYYUIIN
MOIIICHHUYECKHE  JIEUCTBUSA, COBEpPUIAEMbIE C  HMCIHOJIb30BAHHEM
ANEKTPOHHBIX cpeAcTB miarexa (cT. 159.3 YK P®), ux komuyectBo
BBIPOCIIO 3a nepBoe noayroaue 2018 r. B ceMb pas, 3a BTopoe — B 6 pas.
OmnpeneneHsl U peruoHbI-MuAepbl PO 1o KoauyecTBy N0o100HBIX
npectyriennii: CTaBpornoiasCckuid kpai (66), Mypmanckast o61acts (52),
pecniyouka Tatapcrtan (37), Mocksa (34) u CapaToBckas o6mactsb (31).
Haubonee pacipocTpaHEHHBIMU MPECTYIUICHUSIMU SIBJISIOTCS:

- HEMPaBOMEPHBINA JIOCTYIl K KOMIbIOTEpHOU uH(popMaruu (cT. 272 YK
PO);



- CO3JaHue, HCHOJIb30BAHUE W PACIPOCTPAHEHUE BPEIOHOCHBIX
KOMIBIOTEPHBIXTpOrpaMm (cT. 273 YK PO)

XKeptBbl peako oOpamarorcss B mosuiuio. 1/4 monb3oBaTesneil ceTu
YTBEPKIAIOT, YTO HE NPENIPUMYT HUKAKUX JIEUCTBUM, CTAB KEPTBAMH
kuOepataku. K ToMy ke opraHbl MpaBomopsiAka Bps JU Obl
CIPABUJIUCh C MOCTOSHHBIM IMOTOKOM Xajlo0, TaK KaK Ha pPacKpbITHUE
OJIHOTO TIpECTYIIEHUs TpeOyeTcst B cpenHeM 28 nuet u 334 nosuapa.
Taxxke cregyer oTMeTUTh TOT (HakT, UYTO cCymma ymepbda oT
NPECTYIUICHU  COBEpPUIEHHBIX B cdepe TEICKOMMYHUKAIUA |
KOMITbIOTEpHON  uHGoOpManuu (€cii  CPaBHUTh  YACIBHBIM  BeEC
UCCIIEyEMOr0 COCTaBa C HMHBIMHU MPECTYIUICHUSIMH) 3HAUYUTEIbHA IO
OTHOULIEHMIO K IPYIUM BUJaM cocTtaBoB YK PO.

B coBpeMEHHON KPHUMHUHOJOTUU TMOHSATHE «BBICOKHE TEXHOJIOTHN
aCCOLIMUPYIOT, KaK MPaBWIO, C COBEPIICHUEM MPECTYIUIEHHH B
MH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHON Cpele C HCIOJIb30BaHUEM
KOMITBIOTEPOB WJIM PA3JIMYHBIX CPEACTB CBSI3U. TE€PMHUH «IPECTYILICHUS
B c(epe BBICOKMX TEXHOJOTHW» YUYEHbIE PAcCMaTpPUBAIOT C Pa3HbIX
HAYYHbIX MMO3UIIUH.

H.P. IlleBkO cuMTaer, 4T0 MOHATHUE «IPECTYIUIEHUS, COBEPIIAEMBIE C
UCIIOJIb30BAHUEM  BBICOKMX TEXHOJOTHI» HOCHT COOMpaTesbHBIM
XapakTep, VyIOTpeOysieTcs B cllyyasX, Korjga JJisli COBEPIICHUS
TPAJUIMOHHBIX B YIOJOBHOM TMpPaBE€ IMPECTYIUICHUN MCIOIb3YOTCS
WH(POpPMAIMOHHBIE  TEXHOJOTUH, OTBETCTBEHHOCTh 3a  KOTOpBIC
PENYCMOTPEHA CTaThIMM pa3inuHbIX raB YK Pd: 146, 159.3, 159.6,
187. IloHsiTHE «IPECTYIUIEHUS, COBEPIIAEMBIE C HCIOJIb30BAHUEM
BBICOKUX TEXHOJIOTUH» W TIOHATHE «IPECTyIUIeHus B  cdepe
KOMIBIOTEPHON  MH(OpMAIIUW», OTBETCTBEHHOCTh 33  KOTOPBIE
MpelyCMOTpeHa B CTaThsiX riaBbl 28 YK PO, uMerT CylIeCTBEHHYIO
pasHuily. MHeHue psifa y4yeHbIX (PAKTUUYECKH YpaBHUBAET BBICOKHE
TEXHOJOTUH ¥ WH(POPMAIMOHHBIC TEXHOJOTHH, B TO K€ BpEeMs OTICIsS
BBICOKHE TEXHOJIOTUH OT Chephbl KOMITBIOTEPHOM MH(POpMaITHH.
HekoTopbie aBTOpPBI OTOXKAECTBISIOT MPECTYIICHUS B cepe BBICOKUX
TEXHOJIOTUA C TPECTYIUICHUSAMHU, COBEPIIAEMBIMH MPU MTOMOIIH
TEJICKOMMYHUKAIIMOHHBIX CETEH, BKIIFOYas ceTh MHTEepHET.



K. YupkoB u A.J[. CapkucsH OTHOCSAT NpeCTyIUIeHHUS B cdepe
BBICOKUX TEXHOJOTUM K HOBBIM BHJAM M CIOCO0aM COBEPIICHUS
IIPECTYIUIEHWM, BO3HUKIIMM B PE3YyJbTaTe€ PpPACIHPOCTPAHEHHS CETHU
WNuTtepuer, nuHOOPMaIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEH .

A.A. KoMapoB He Aaer 4eTKUX TpaHUI] 3TUM IOHSATHUSIM, BKJIIOYAET B
npecTyryieHus: B cdepe BBICOKMX TEXHOJOTHMH U KOMIIBIOTEPHbBIC
MPECTYIUIEHUS, W MPECTYIUICHHS, COBEPIIAEMBIE IOCPEICTBOM CETHU
HNuTepHeT 1 MHPOPMAIIMOHHBIX TEXHOJIOTHIA.

Yucino BpPEAOHOCHBIX MPOTpaMM BO3pociio Ha 1/3 mo cpaBHEHHIO C
MPOUUIBIM TOJAOM M COCTaBWJIO CBBIIE MWUIMOHA. HHTEpHET
MOJIb30BaTEIEH CTAaHOBUJIMCH JKepTBaMM KuOepatak. B mporuioMm roay
Ha Ka)XJ0ro JKUTENA IUIaHeThl nmpuiuioch no S000 cnam nmucem, MHOTHE
U3 HUX COJICPKAIM BPEIOHOCHBIE MTPOrpaMMBbI ISl B3jloMa CUETOB. [ 18]
BMmecte ¢ Tem, MNpaBOOXpPAaHUTENBHBIMM OpraHamMu Poccurckou
®enepanuu B 2012 r. no c1.273 YK P® (Co3nanue, ucnosib30BaHUE U
pacrpocTpaHeHHe BPEAOHOCHBIX mporpamm it 9BM) ObuI0 BBHISIBICHO
889 npectymienuii, uto Ha 28,3% Bbiie nokazarens 2011 r. (693).

Ha ceropusimianii nenp B Cetn MHTEpHET CYHIECTBYIOT CAMThI, T]I€
MpeJIaraloTcsl yciayru xakepa. Tak  Hampumep , 3a B3JIOM IOYTHI
xakepbl TpeOyroT 50 mosl., 3a BHEAPEHUS IIMUOHCKOW MPOrpamMMbl B
komneroTep 100 momn., 3a Ddos araku 300-400 momn. B Awmepuke
AHAJIOTUYHBIEC YCIIYTH CTOSIT B 5 pa3 IOPOKE.

Takumu yciayramu B OOJIBIIIMHCTBE CIIYy4YaeB MOJIb3YIOTCS TPECTYITHUKHU.
Tak wampumep , TMOJUICHCKUE-00PIBI C KHUOEPIPECTYMHOCTHIO
pPacCKa3bIBAIOT, YTO HEJABHO KBAPTUPHBIE BOPHI OCBOMJIM HOBBIM CITOCOO
BBIUUCJISITh OTCYTCTBYIOIIMX JOMA KWJIBIOB. J[JIsT 3TOro rpynmnupoOBKH
npodeCCUOHATBHBIX TPAOUTENIeN TOHEMHOTY HAYMHAIOT COTPYAHUYATH C
xakepamu. OHHM  B3JMaMbIBalOT  Haubojiee  pacHpoOCTpPaHEHHbIC
COLMAIBHBIE CETH, YCTAHABJIMBAIOT COCTOSATENBHBIX MMOCETUTEIIEH U U3
MEePEeNUCKN Y3HAIOT, KOrJa T€ YE€3)KaloT Ha OTAbIX. B Takux ciiydasx
naxe "3akimagku He TpeOyroTcsa. B CBA3M ¢ 3TUM CyIIECTBYET yrposa
TOT0, YTO KOMIIBIOTEPHBIE CETH W DJICKTPOHHAs WHQpOpMAIUs MOTYT
TAKXK€ WCIOJIb30BaThCA JJIs1 COBEPIIEHHS YTOJOBHBIX MPECTYIUICHUM, a



JI0Ka3aTeIbCTBA COBEPILICHUS TAaKUX ITPABOHAPYIIICHUN MOTYT XPaHUThCS
B 3TUX CETAX U MEPEIaBaATHCS 10 HUM.

Takum 00pa3oM, HOPMATUBHO-TIPABOBOE  3aKPEIJICHUE  IMOHITHUSA
«TpecTyIieHus B cdepe BBICOKMX TEXHOJIOTHI» IOApa3yMeBaeT €ro
IIOHMMaHue B Oojiee IIMPOKOM CMBICIIE, HE OrpaHUYUBAIOIICECS
KOHKPETHBIM CpEJICTBOM, CIOCOOOM UM OpYAUEM COBEPIICHUS
MPECTYIUICHUS UK chepoii MPECTYITHOrO MocsaraTelbCTBa.
CBoeBpeMeHHas pa3paboTKa CHEIUAIbHO KPUMHHOJIOTHYECKUX MEpP 10
IpEeayIPEKACHUIO TPECTYITICHUH B c(pepe BHICOKHUX

TEXHOJIOTUM NpU KX  KOMIUIEKCHOM  HCIOJB30BaHUU  OyJeT
CII0COOCTBOBATH CYIIECTBEHHOMY TTOBBIIICHUIO YPOBHS
MH(GOPMAIIMOHHOM 0€30MacHOCTH Hamiel cTpaHbl U 3()(PEeKTUBHOU
00pb0O€ C MPOTHUBOMPABHBIMU AcsTHUSIMU. HEoOX0IUMO yUHUTHIBATh, YTO
npeaynpeauTeIbHBIC MEpPBl CIOCOOHBI OOECIeYNTh HEOOXOIUMBIN
2 eKkT Ha TMpaKTUKE JHUIIb B TEX CIydasx, KOTJa OCYIIECTBIISICTCS
B3aUMOJICHCTBUE  T'OCYJAapCTBEHHBIX  OPraHOB €  HMHCTUTYTaMH
IrpakJaHCKOro O0O0IecTBa, BKJIOYasi OOIIECTBEHHbIE OOBEAUHEHUS,
OpTraHbI MECTHOTI'O CaMOYIIpaBJICHMUS, CpeICcTBa MacCOBOM
KOMMYHHUKAIIMKU, 00pa3oBaTeIbHbIC U HayYHbIE OpPTaHU3allii Ha OCHOBE
OCYIIECTBJICHUS TIJIAHUPOBAHUS, MPOTPAMMUPOBAHUS CBOEH COBMECTHOM
NeSITEeILHOCTH,  YYMThIBass  CHEU(PUKY  JI€ATEIbHOCTH  Ka)XI0ro

3aUHTEPECOBAHHOTO cyObeKTa npoUIAKTUKI MPECTYITHOU
NEeSATETbHOCTH.
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